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In [1]

‘import hashlib

In [2]

def text2hash(mytext):
hash_object = hashlib.sha256 (mytext.encode ())
print ("HASH: " + hash_object.hexdigest())

print ("LETTERS: " + str(len(hash_object.
hexdigest())))
In [3]
‘text2hash("a")
Out [3]
HASH: ca9781l12calbbdcafac231b39a23dc4da786eff8147c
4e72b9807785afee48bb
LETTERS: 64
In [4]
[text2hash (ab")
Out [4]
HASH: fb8e20fc2e4c3£248c60c39bd652£3¢c1347298bb977b
8b4d5903b85055620603
LETTERS: 64
In [5]
[cext2hash ("abc")
Out [5]
HASH: ba7816bf8f0lcfea414140de5dae2223b00361a39617
7a9cb410ff61£20015ad
LETTERS: 64
In [6]
‘text2hash ("abcabcabcabcabcabe™)
Out [6]
HASH: 916f4626£2d402e07085873¢c17£8115790840519094e9
4114b706573¢c9749331f

LETTERS: 64
In [7]

‘text2hash ("abcabcabcabcabcab0")

Out [7]
HASH: edla5al5e462296479d13c0fflefde93£699bb2a2880
38b1f705ce4f7df5327¢c

LETTERS: 64
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In [8]

‘import merkletools as mk

In [9]

‘mt = mk.MerkleTools (hash type="md5")

In [10]

leavies = ["A — B 1BTC", "C — D 1.4BTC",
0.8BTC", "G — H 4.1BTC"]

"E — F

In [11]

‘mt .add_leaf (leavies, True)

In [12]

‘mt .make_tree ()
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In [13]

‘from graphviz import Digraph

In [14]

‘g = Digraph (format="png")

In [15]

‘gAattr ("node", style="filled")

In [16]

‘leaves = mt.get leaf count()

In [17]

for i in range (0, leaves):
leaf = mt.get_proof (i)
key 0= list(leaf[0].keys())
key 1= list(leaf[1].keys())
g.edge (leavies[i], mt.get_leaf(i))
g.edge (mt.get_leaf (i), leaf[1] [key_1[0]])
g.edge (leaf [1] [key 1[0]], mt.get merkle root ())

In [18]

‘g.node (mt.get_merkle root (), color="pink")

In [19]

‘g .render ("./merklegraph")

Out [19]

‘ ' . /merklegraph.png'

In [20]

from PIL import Image

import matplotlib.pyplot as plt
import numpy as np

$matplotlib inline

im = Image.open("./merklegraph.png")
im_list = np.asarray(im)

plt.figure (figsize=(100,80))
plt.imshow (im_list)

plt.show ()
Out [20]
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In [21]
‘print ("root:", mt.get merkle root()) ‘
Out [21]
root: 7a69c6e3c6ef9f542fe78adf7ec01fad
In [22]
‘import hashlib
In [23]
‘print (leavies[0]) ‘
Out [23]
A — B 1BTC
In [24]
‘a = hashlib.md5 (leavies [0] .encode ()) ‘
In [25]
‘a.hexdigest () ‘
Out [25]
'83833c5f3cafl3a2192b8ecea51fa379!
In [26]
‘print (mt.get_leaf (0)) ‘
Out [26]
83833c5f3cafll3a2192b8ecea51fa379
In [27]
‘print (leavies[1]) ‘
Out [27]
C — D 1.4BTC
In [28]
‘print (mt.get_leaf (1)) ‘
Out [28]
18c2605¢c142e0153f1e93166£199d3a9
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In [29]
‘print (mt .get_proof (0)) ‘

Out [29]

[{'right': '18c2605c142e0153£f1e93166£199d3a9'},
{'right': '17704£e9321466£13£3e10a204808075"}]

In [30]

‘print (mt .get_proof (1))

Out [30]

[{'left': '83833c5f3cafl3a2192b8ecea51fa379'},

{'right': '17704£e9321466£13£3e10a20d808075"}]

In [31]

print (mt.validate_proof (mt.get_proof (1), mt.get_ ‘
leaf (1), mt.get merkle root()))
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Out [31]

True

In [32]

print (mt.validate_proof (mt.get_proof (1), mt.get_ ‘
leaf (0), mt.get merkle root()))

Out [32]

False
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