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import csv

import random

from datetime import datetime, timedelta
from typing import List, Dict

import os

class SampleDataGenerator : o
YUOTWT—RERY TR

def __init_ (self):
self.output_dir = “sample_data”

generate_sample_data. py
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os. makedirs(self. output_dir, exist_ok=True)

def generate_| network_traffic(self, num_| normaI

"RYRT—=D NS T4 T—RER

base_time = datetime. now() - timedelta (hours=24)

P EELENS T4 99N\ —2
normal_patterns = [

“dst_ips”: ["8.8.8.87, "8.8.4.47, "1.1.1.17],

“ports”: [443, 53],

“protocols”: [“HTTPS”, “DNS”],

“packets_range”: (50, 300),

“bytes_range”: (10000, 100000)

“10.0.0.107,

“142.250.196. 78],

}

{
“dst_ips”: [710.0.0.5",
“ports”: [22, 80, 443, 3306]
“protocols”: [“SSH”, “HTTP”
“packets_range”: (30, 200),

| “bytes_range”: (5000, 80000)

{
“dst_ips”: [7172.217.175. 46"
“ports”: [443, 801,
“protocols”: ["HTTPS”, “HTTP”],
“packets_range”: (100, 500),

} “bytes_range”: (20000, 150000)

]

tRELRNS T4 D188 —
anomaly_patterns = [

“name”: Tor* v kT —2

. iz
“dst_ips”: ["185.220.101.5",

“ports”: [9050, 9051, 9001]
“protocols”: [“TGP”, "Tor"],
“packets_range”: (3000, 10000),
“bytes_range”: (1000000, 5000000)

”name”: "/-i_f— }*Z#—*’ >//,

“dst_ips”: ["HEEDINERIPT],
“ports”: [445, 139, 135, 3389],

“protocols”: [“SMB”, “NetBI0OS”

“185. 220.101. 10",

“RDP”],

“packets_range”: (5000, 20000),
“bytes_range”: (200000, 1000000)

“name” : ”DDOSI&%%”,

“dst_ips”: ["203.0.113.10"],

“ports”: [80, 443],

“protocols”: ["HTTP”, “HTTPS"],

“packets_range”: (50000,

100000),

“bytes_range”: (5000000, 20000000)

“name”: “T—4 ZH

“dst_ips”: [791.203.5. 165"

“ports”: [443, 80801,

“185.82.217.997],

“protocols”: ["HTTPS”, “HTTP”],
“packets_range”: (10000, 30000),
“bytes_range”: (10000000, 50000000)

“name”: “C&CH—/\—IEIE",

“dst_ips”: [745.142.212.61"],

“ports”: [4444, 8443],

“protocols”: [“TCP”, "HTTPS"],

int = 10, num_anomaly: int =5) => List[Dict]:

# DNS

“192.168.10.57], # #HAY—/\—
“HTTPS”, “MySQL"],

# Google services

“45.61.185.907],
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“packets_range”: (100, 500),
“bytes_range”: (5000, 50000)

1
traffic_data = []

tEENS T4V IER
for i in range(num_normal) :
pattern = random. choice (normal_patterns)
src_ip = £7192.168. 1. {random. randint (10, 100)}”
timestamp = base_time + timedelta (minutes=random. randint (0, 1440))

traffic = {
“id7 0+ 1,

"tlmestamp": timestamp. strftime ("%Y-%m—%d %H:%M:%S”),
“src_ip”: src_ip,
“dst_ip”: random. choice (pattern[“dst_ips”]),
“port”: random. choice (pattern[“ports”]),
“protocol”: random. choice (pattern[“protocols”]),
“packets”: random. randint (xpattern[“packets_range”]),
“bytes”: random. randint (*pattern[“bytes_range”]),
“label”: “normal”

}
traffic_data. append (traffic)

FEBNI T4 VERN
for | in range (hum_anomaly) :
pattern = random. choice (anomaly_patterns)
src_ip = T7192.168. 1. {random. randint (10, 100)}”
timestamp = base_time + timedelta(minutes=random. randint (0, 1440))

traffic = {
“id”: num_normal + i + 1,

”tlmestamp"i timestamp. strftime ("%Y-%m-%d %H:%M:%S™),
“src_ip”: src_ip,
“dst_ip”: random. choice (pattern[“dst_ips”]),
“port”: random. choice (pattern[“ports”]),
“protocol”: random. choice (pattern[“protocols”]),
“packets”: random. randint (*pattern[“packets_range”]),
“bytes”: random. randint (xpattern[“bytes_range”]),
“label”: “anomaly”

}
traffic_data. append (traffic)

t BFRAIIEIZY—F
traffic_data. sort (key=lambda x: x[“timestamp”])

# IDEIRVEL
for i, traffic in enumerate(traffic_data, 1):
traffic[”id”] = i

return traffic_data

def generate_system_ Iogs(self num_| normal: int = 15, num_anomaly: int = 8) -> List[Dict]:
TR T LA T—RER"”

base_time = datetime. now() — timedelta(hours=24)

# EEGEOT/INE—
normal _log_ templates = [

“INFO”, “User ' {user}’ logged in from {ip}”),
“INFO”, “Database backup completed successfully”),
“INFO” “Service ' {service}  started successfully”).
“INFO”, “Cron job ' {job}  executed successfully”),
“INFO”, “User ' {user} logged out”),

“INFO”, “Configuration file reloaded”),

“WARNING”, “Disk usage at 75% on /dev/sdal”),
“INFO”, “SSL certificate renewed successful ly”),
“INFO”, “Email sent to {email}”),

“INFO”, “API request from {ip} completed in 250ms”)

I T T YT YT

]

# BEREGOTNNE—

anomaly log_templates = [
("WARNING”, “Failed login attempt for user ' {user}’ from {suspicious_ip} (attempt {attempt})”),
("ERROR”, “SQL injection attempt detected in parameter " {param}’ : {payload}”),
("CRITICAL”, “Unauthorized file access attempt: {file} by process ' {process} "),
("ERROR”, Buffer overflow detected in application ' {app} ”
" CRITICAL “Privilege escalation attempt by user ' {user}’
("ERROR”, Gross site scripting (XSS) attempt in input field’ {field}’”),
(“WARNING”, “Suspicious process ' {process}’ connecting to external IP {ip}”).
("GRITICAL", “Ransomware behavior detected: Mass file encryption in {directory}”),
("ERROR”, “Directory traversal attempt: {path}”),

: ("CRITICAL”, “Root access from unauthorized IP: {ip}”)

users = [“admin”, “user01”, “user02”, “developer”, “operator”]
2
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services = [“apache2”, “mysql”, “nginx”, “docker”]
jobs = [“backup_db”, “log_rotation”, “cleanup_temp”]

suspicious_ips = [“185.220.101.5", "45.142.212.61", “91.203.5.165”, “103.253. 145.12"]

internal _ips = [7192.168.1.107, “192.168.1.25", “10.0.0.15"]
logs = []

t EEOTER
for i in range(num_normal) :
level, template = random.choice (hormal_log templates)
timestamp = base_time + timedelta(minutes=random. randint (0, 1440))

message = template. format (
user=random. choice (users),
ip=random. choice (internal_ips),
service=random. choice (services),
job=random. choice (jobs),
emai |=f” {random. choice (users) } @example. com”

logs. append ({
“id7 0 o+ 1,
“timestamp”: timestamp. strftime ("%Y-%m-%d %H:%M:%S”),
“level”: level,
“message”: message,
“label”: “normal”

1y
# EEOJER

for i in range(num_anomaly) :
level, template = random. choice (anomaly_log templates)
timestamp = base_time + timedelta (minutes=random. randint (0, 1440))

message = template. format (
user=random. choice (users),
suspicious_ip=random. choice (suspicious_ips),
attempt=random. randint (5, 20),
param=random. choice ([“user_id"”, “username”, “email”, “search”]),
payload="" OR "1'="1"

fiIe:random.choice(["Yetc/passwd", “/etc/shadow”, “/root/.ssh/id _rsa”]),
process=random. choice ([“unknown_proc”, “malware.exe”, “suspicious_script.sh”]),

app:random.choicg(["wgb_app",”"agi_seryicg",”"bgckeng"]),
field=random. choice (["comment”, “description”, “name”]),
ip=random. choice (suspicious_ips),

directory=random. choice ([”/home/user/documents”, “/var/www/html”,

) path="../../../etc/passwd”

logs. append ({
“id”: num_normal + i + 1,
“timestamp”: timestamp. strftime ("%Y-%m-%d %H:%M:%S”),
“level”: level,
“message”: message,
“label”: “anomaly”

H

t BRIIEIZY— bk
logs. sort (key=lambda x: x[“timestamp”])

# IDZEIRYEL

for i, log in enumerate(logs, 1):
log[”id"] = i
return logs
generate_sensor_data(self, duration_minutes: int = 60, interval minutes:

o A — BT B T — A HE

base_time = datetime. now() - timedelta(minutes=duration_minutes)
sensor_data = []

t EEEEDOEERE
normal_temp = 22.0
normal_vibration = 0.05

t BEREFIAZI VT (EFD60%RBE)
anomaly_start = int((duration_minutes / interval_minutes) * 0.6)

data_points = duration_minutes // interval_minutes

for i in range(data_points):
timestamp = base _time + timedelta(minutes=i * interval_minutes)

if i < anomaly_start:
t EESEARNDOS VT LLEEE
temperature = normal_temp + random.uniform(-0.5, 0.5)
vibration = normal_vibration + random. uniform(-0.01, 0.01)
label = “normal”

3

“/opt/data”]),

int =5) => List[Dict]:
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def
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else:
t EERAE  BREBBEEDHIZELL

progress = (i — anomaly_start) / (data_points — anomaly_start)

#REES (EMEME)
temp_increase = (progress *xx 2) * 30
temperature = normal_temp + temp_increase + random.uniform(-1, 1)

#OIRENEMN (B2 + SUALRINMY)
vib_increase = progress * b
if random. random() < 0.3: # 30%DIERERTR/IN( Y
vib_increase += random. uniform(0.5, 2.0)
vibration = normal _vibration + vib_increase + random. uniform(-0.1, 0.1)

label = “anomaly”

sensor_data. append ({
“id7 0+ 1,
“timestamp”: timestamp. strftime ("%Y-%m-%d %H:%M:%S™),
“temperature”: round (temperature, 2),
“vibration”: round(vibration, 3),
“label”: label

b
return sensor_data

save_to_csv(self, data: List[Dict], filename: str):
OSSN T 7 A IIIZRETTT
if not data:

print(f"x T—42MZETYT: {filename}”)

return

filepath = os.path. join(self.output_dir, filename)
keys = data[0]. keys ()

with open(filepath, "w', newline="", encoding="utf-8) as f:
writer = csv.DictWriter (f, fieldnames=keys)
writer.writeheader ()
writer.writerows (data)

print(f"v CSV2 74 JLIETE: [filepath}”)

generate_all_samples(self,
traffic_normal=100, traffic_anomaly=20,
log_normal=150, log_anomaly=30,
X sensor_duration=300, sensor_interval=b):
T EY U TNT—RAEER L TRE

Args:
traffic_normal: Ry b=V F3 74 v IDEET—2H
traffic_anomaly: ®oy FI—9 ST 4 VI DEET—2H
log_normal: YRATFLOTDIEET—42H

log_anomaly: YR FLOTDEET—2H
sensor_duration: oY —T—42 DEEERERE (9)
_sensor_interval: £ H—T—42 DORERER (5)
print("=" % 70) X
print("H U TILT—2ERTOST S L (CSVEEK) )
print(“=" % 70)
print()

#1.%vh7—7b574v7?—9 R .

print(" [1. 2y IT—HD S T4v I T—RERK] ")

traffic_data = self. generate_network_traffic(
num_normal=traffic_normal,
nhum_anomaly=traffic_anomaly

self.save_to_csv(traffic_data, “network_traffic.csv”)

print(f” HEp#$: EB={traffic_normal}, E&E={traffic_anomaly}, &&t={len(traffic_data)}”)

print()

#2 YRTLATT—HR

print(" [2. YRAFLAYTF—R4E/K] ")

log_data = self. generate_system_ logs (
num_normal=log_normal,
nhum_anomaly=1o0g_anomaly

self.save_to_csv(log data, “system_logs.csv”)

print(f" 4G pi#%k: E#E={log normal}, E#={log anomaly}, &&t={len(log_data)}”)

print()

#$.t>ﬂ—?—9 ) .

print(" [3. oY —BRIT—2ERK] ")

sensor_data = self. generate_sensor_data(
duration_minutes=sensor_duration
interval_minutes=sensor_interval
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self. save_to_csv (sensor_data, “sensor_data.csv”)
sensor_points = sensor_duration // sensor_interval
print(f” 4% {len(sensor_data)} T—4A &4 > k ({sensor_duration}4fE, {sensor_interval}nfEkE) ")

print()

print(“=" % 70) X .
mmﬂﬂ’éﬁij?—ﬁwiﬁﬁ%Tbibtﬁ

print(“=" % 70)

print() )

print(" [EESNnt=7714I] ")

print(f” - {os.path. join(self.output_dir, 'network_traffic.csv')}”)
print(f” - {os.path. join(self.output_dir, 'system_logs.csv')}”)
printE;" - {os. path. join(self.output_dir, 'sensor_data.csv’')}”)
print

print (" [CSVTZ 7 A IILHK] )

print(" Ry bT=U +3T4v57)

print (* id, timestamp, src_ip, dst_ip, port, protocol, packets, bytes, label™)
print(" LRFLOY:”)

print (” id, timestamp, level, message, |abel™)

print (* oY —F—R

print (* id, timestamp, temperature, vibration, label”)
print()

print (" [EA7E] ") . ) B
print(" ZMoDNIT7AILEZEERM IO S LATHRARDATHERTEET)
printE; python anomaly_detection. py”)

print

def dlsplay sample_preview(data: Llst[cht] title: str, num_items: int = 3):
DINT—EDTLEa—FRR""”
mmﬂf%[hmm}—jbtl 1)
print("-" % 70)

if not data: .
print(" T—E2HHYFEFEA)
return
B ANy A —FTR
headers = Ilst(data[O] keys ()
print(” “ + 7 | ”. join(headers))
orint (* “ + "= % 80)
¥ T—ARTE

for item in data[:num_items]:
values = [str(ltem[key]) for key in headers]
print(” 7+ 7 | ”. join(values))

print("-" % 70)

def main(): v
A VRAT
import argparse

parser = argparse. ArgumentParser (
description=" EERHMAY U TIT—2E/TOT 5L (CSVER)
forTatte( class=argparse. RawDescriptionHelpFormatter,
epilog=
{55 PRI , :
# TOAIWMERETER (EFE10044, BEE2084E)
python generate_sample_data. py

# hRE LEETER
python generate_sample_data.py —traffic-normal 200 —traffic—anomaly 50

t oY —T—2Z2UBRSER (19RR)
python generate_sample_data. py ——sensor—duration 1440 ——sensor-interval 1

t I RTHRETARX

python generate_sample _data. py ¥¥
—traffic—-normal 500 —traffic—anomaly 100 ¥¥
—Jlog-normal 1000 —log—anomaly 200 ¥¥
——segggr—duration 720 ——sensor—interval 5

)

# xR I—9 574 VIRE
parser. add_argument ( ——traffic-normal’, type=int, default=100,

help=" 2y FT—9 FS T4 IDEET—R2E (T74J)LF: 100) ')
parser. add_argument (' —traffic-anomaly’, type=int, default=20, X

help=" 2y FT—O F S T4 VI DEET 38 (T4 K 20) ')

t SRFLAOTEHRE
parser. add_argument ( ——log-normal’, type=int, default=150,

help=" SR FLAJDEET—2% (F74J/Lk: 150) ')
parser. add_argument ( ——log-anomaly’, type=int, default=30,

help=" SXTLATDEET—28 (774K 30) )

5
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t toYg—T—4KE
parser. add_argument (' ——sensor- duratlon , type=int, default:300,
help="& >H—7— Qwﬂﬁﬁﬁ( ¥ (T7A4JF: 300) )
parser. add_argument (' ——sensor- |nterval type=int, default:5,
help=" & >4 —F— 9@@&%%( Y (TI7#4I B D))

t JLEa—RFRA T3y . .
parser. add_argument ( ——no—preview' , action="store_true’

help= 7LEA—RFTZAXv )
args = parser.parse_args()

# N)T—3Y

if args. traffic_normal < 1 or args.traffic_anomaly < 1:
prJicnt ("ZZ5—: P 7499 T—38INULETHIVLENHY ET)
return

if args. log_normal < 1 or args. log_anomaly < 1
print("T5—: Y T— Qﬁﬁﬂ&bfﬁéﬂgbﬁUi?ﬁ

return

if args. sensor_duration < args. sensor_interval: .
print "T5—: €Y —EREHIILHEFEBULTHOILESNHYFT)

return

¥ T—RHERK
generator = SampleDataGenerator ()

print (f"¥nZ%5E:")

print(f” Ry rJ7—H 5274 v%5: EEF={args. traffic_normal}, E&E= {args.traffic_anomaly} ”)
print(f” < RF LAY E¥E={args. log_normal}, i""‘—{args log_anomaly}”)

printgf" oY —7T—4: {args sensor duratlon} f / {args. sensor_interval}#fElfR")

print

t o TILT—RER

generator. generate_all_samples(
traffic_normal=args. traffic_normal,
traffic_anomaly=args. traffic_anomaly,
log_normal=args. log_normal,
log_anomaly=args. log_anomaly,
sensor_duration=args. sensor_duration
sensor_interval=args. sensor_interval

)

t JLEa—KTF

if not args.no_preview:
print("¥n” + “=" % 70) X
print("H o TILT—2TLEa1— (BRED3ME) )
print (=" x 70)

B2y bI—=D 374979 _
traffic = generator. generate_network_traffic(num_normal=2, num_anomaly=1)
display_sample_preview(traffic, "®ry FT—H c5 7495 ")

t oRTFLOY
logs = generator.generate_system_logs(nuanormaIZZ, num_anoma ly=1)
display_sample_preview(logs, "R 7L O%7)

# fz_/ff T—4 :
sensors = generator. generate_sensor data(duratlon minutes=15, interval_minutes=5)
display_sample_preview(sensors, “>H—FT—4" num_items= 3)

print ("¥n” + “=" x 70) X

print("ET: BEERMNTITOSTSLTHERTEET)
print (=" x 70)

print "¥nRKOR Ty F:7)

print (" python anomaly_detection. py”)

if __name__ == " main__
main ()



