anomaly_detection. py
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import traceback

import csv

from typing import List, Dict
import os

import argparse

import sys

import httpx

%%mMAN7547>F§4>ﬁ—
ry:

(A 2TOT5L)
L 7=Zero—shot/Few-shot 2 HE & 4N
SO

-

import openai

except ImportError:
print(“a OpenAl SDKAYA X b—ILENTWEEA, )
print(" BUTFDAIUKFTA VA R=)LLTLEE)
print(" pip install openai”)
sys.exit(1)

it Few-shot¥ > FILE A VR—
try:

from few_shot_examples import get_few_shot_examples, l|oad_custom_few_shot
except ImportError: .

print(“a few_shot_examples.py NEDOMY FEFEHA., ”)

print (" Few-shot#&&NZ{EHA I 51551, few_shot_examples.py ZRI LT« L FUICEEL TL &L,

def get_few_shot_examples (data_type: str) -> str:
return ””

def load_custom_few_shot(filepath: str) -> str:
return “”

class OpenAlAnomalyDetector:
“""OpenAl APIZ{ER LI-EEKRIMI SR

def __init_ (self, runtime:str , model _name: str , base_url: str , api_key:

self.model_name = model_name

self.base_ur|l = base_url

self.api_endpoint = f”{base_url}/v1”

# TIME OUT

timeout=httpx. Timeout (30.0, read=20.0, write=5.0, connect=5.0)

if runtime == “OPENAI":

self.base_ur|="0penAl”

self.model_name = model_name

if not api_key:

raise ValueError (
“OpenAl APIF—MEEESINTULEEFA, ¥n”
uTwuinbwﬁﬁr SEL TSIV ¥”
1. RIEE %ﬂ export OPENAI_API_KEY="your-api-key’ ¥n’

str = None) :

2. BI#IETE: python anomaly_detection. py ——api-key YOUR_API_KEY"

self.client = openai.OpenAl(
api_key=api_key,
timeout=timeout

else:
self.client = openai.OpenAl (
base_url=self. api_endpoint,
api_key=api_key,
timeout=timeout

# OpenAlY 54 7 > FDO#EAE

def query_IlIm(self, prompt: str) —> str:
“""0OpenAl APIIZ4 T ) EE"

Temperature=0 # BRIZEDS VALY CODEFX KELTHE BZEOEELAKE

MaxTokens=2000
try:
response = self.client. chat. completions. create (
mode |=sel| f. mode|_name,
messages=[
{"role”: "system”, “content”: "HELTI-IIREBREFL
{"role”: “user”, “content”: prompt}

9—:
\l

témperature:Temperature,
max_tokens=MaxTokens

return response. choices[0]. message. content
except openai. APITimeoutError as e:

print(e, flush=True)
except Exception as e:

print (traceback. format_exc())

"
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return f"T5—: {[str(e)}”

def detect_network_anomaly(self, traffic_data: List[Dict], mode: str = “zero-shot”
o custom_few_shggi str = None) —> Dict:
2y RIT—=D bS5 T7 40 v O EERM

if mode == “few-shot”:
if custom_few_shot:
few_shot_examples
else:
few_shot_examples = get_few_shot_examples (' network’)

custom_few_shot

else:
few_shot_examples =

traffic_summary = “¥n”. join([
7= [{i+1}] ZEEmxIP: {t[ src_ip’' 1}, %@&IP: {t['dst_ip' ]}, &R—k: {t['port' 1}, ”
f7@a kaJj: {t[ protocol’' 1}, 784w r#: {t[ packets 1}, /\4 % {t[ bytes' ]}”
for i, t in enumerate(traffic_data)

D

T(féwmm=f "HEEERY FT—0 X2V TADEMARTY, UTORY FT—9 37099075 L, BEZHREL
< AN

{few_shot_examples}

Tﬁﬁﬁ%@b%?%v?i

traffic_summary}
ﬁh374v7to
2.

3.

%/ [ZEIZLTLESLY,

response = self.query_|Im(prompt)
return {“raw_response”: response, “traffic_data”: traffic_data}

def detect_log anomaly(self, log entries: List[Dict], mode: str = “zero-shot”
custom_few_shot: str = None) —-> Dict:
TR T L 7Y ATOERERM”

if mode == “few-shot”:
if custom_few_shot:
few_shot_examples
else:
few_shot_examples = get_few_shot_examples( log’)

custom_few_shot

else:
few_shot_examples =

log_ summary = "¥n”. join([
- [{i+1}] [{I[ tlmestamp 111 {1 level’1}: {I[ message ]}~
for i, | in enumerate(log_entries)

1)
prompt = f"""HEEZIERATLEF 2 TADEMRTT, UTOLVRTLOTE2HL., BEEEZHRHL TS,

{few_shot_examples}

t g0y
{log_summary}

t%ﬁx%wﬁﬁfﬁﬁﬁméﬁﬁ

response = self.query_I|Im(prompt) _ .
return {“raw_response”: response, “log_entries”: log_entries}

def detect_sensor_anomaly (self, sensor_data: List[Dict], mode: str = “zero-shot”
~custom _few_shot: str = None) —> Dict:
e HBRIT—2OEERM

if mode == “few-shot”:
if custom_few_shot:
few_shot_examples
else:
few_shot_examples = get_few _shot_examples (' sensor’)

custom_few_shot

else:
few_shot_examples =

sensor_summary = “¥n”. join([
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7= [{i+1}] B§%l: {s[ timestamp’1}, EEE: {s[ temperature’]1}°C, #&Ej:

for i, s in enumerate (sensor_data)

1)

prompt = f"""HE-ITEEHBZORTIVC_T7TYT, UTOEUY—BRIT—2ZH5HL. 2E

{few_shot_examples}

PHRED L H—T—45:

{sensor_summary}

T—AERKRERHTL:
1. EE or 2% #%¥TE

2. BBQGNE—2 - bL Y ENHIITERH
3. PRISIhAOMEE—F EHEA: -H- R BEH
4. YR LA (E&E/FE/BE/ER) ZFib

ﬁsﬁ/ 12 @KL—C<T'3L\

response = self.query_| Im(prompt)
return {“raw_response”: response, “sensor_data”: sensor_datal

o PUL N

n||||

#
# CSV 7—4%
#

def load_csv_data(filename: str) —> List[Dict]:
:;""CSV7 FTAILDT—FEFHmHAHB"
ry:

data = []

with open(filename, 'r’, encoding="utf-8) as f:
reader = csv.DictReader (f)
for row in reader:

data. append (row)

print(f"v F—4a5EAHAHKD: {filename] ({len(data)}#)”)
return data

except FileNotFoundError:
print(f"x 274 IHARODM™Y EEA: {filename}l”)

{s[’vibration' 1}mm/s”

print(f” ’'python generate_sample_data.py’ #ZETLTH U TILT—2EERL TS, )

return []
except Exception as e: .
print(f"x F—A2HmARAAHLTF—: [e}l”)

return []
#
E A A UETES

def main():
A TR
parser = argparse. ArgumentParser (
description="0penAl APIEERHMNMI X T L,
formatter class =argparse. RawDescr|pt|onHeIpFormatter

epilog="""
= AH: ~
# IRIBLEHCAPIXF—% R E L TEST
## Linux
export OPENAI_API KEY="your-api-key-here’
## Windows

$Env:OPENAI_API _KEY = 'your-api-key-here’
python anomaly_detection. py

# APIF—%3| B THE |
python anomaly_detection. py ——api—key YOUR_API_KEY

#t Zero-shott&%N % {F FH
python anomaly_detection. py ——mode zero-shot

DR ERE N
python anomaly_detection.py —Ilimit 20

#t hABLT—AT4LY L) ZEIEE
python anomaly_detection. py ——data-dir ./my_data

# I RTOT—2 %0 (HIR%IEL)
python anomaly_detection.py —Ilimit -1

t BEDT—234 TOHDH

python anomaly_detection. py ——only network
python anomaly_detection. py —only logs
python anomaly_detection. py ——only sensor

# Hh RS LFew-shot7 74 )L Z{EH

python anomaly_detection. py ——mode few—-shot ——few—-shot-network my_network_examples. txt

3
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# BIPCAHLLM (OLLAMA) % f

Bxghon anomaly_detection. py ——url http://192.168.10.36:11434 ——mode| |lama3.2-vision:11b

)
# ERERTE
parser. add_argument (' —runtime’, type=str, default="0Ilama’

help="#R3 HLLMS B2 4L (TI+J)L L Ollama) ")
parser. add_argument ( —model’, type=str, default="NONE’

help=" A3 50l lamaETI)L (T7AJL bk |lama3.2:3b ) ")
parser. add_argument ( —ur|’, type=str, default="http://localhost:11434",

help="0l lamat—/N\—®DURL (F 7+ JL b: http://localhost:11434)

parser. add_argument ( ——mode’, type=str, choices=[" zero-shot’, ’few-shot’],
default="few-shot’,
help="#&%1E€—F (F 74 JL k: few-shot) ')

t T—2EEE
parser. add_argument ( ——data-dir’, type=str, default='sample_data’

help=" T—4 T4 L2 YDA (FI4J)LF: sample_data) ')
parser. add_argument ( —Ilimit’, type=int, default=10, )

help=" 35T —2HHDLR -1TEH. 774K 10) ")

DR RDEIR
parser. add_argument ( —only’, type=str,
choices= [ network’, 'logs’, 'sensor’, 'all’],
default="all’

help=" ST 2F—58 447 (FI+L bk all) )

t hAA LFew-shotZ7 71 JL
parser. add_argument (' —few-shot-network’, type=str, default=None,
help="*y kD=2 b5 74 v O RAHRA LFew-shot 771 JL")
parser. add_argument (' ——few-shot-log", type=str, default=None
help=" Y XTFLOYTHENRE LFew-shot7 71 JL')
parser. add_argument (' —few-shot—sensor’, type=str, default=None,
help=" o9 —T—2AHRXAZ LFew-shot7 7 A JL")

518 E/N—X
args = parser.parse_args()
if args. runtime == "0l lama”
api_key = "NONE”
if args.model == “NONE”:
mode|_name = “|lama3. 2:3b”
else:
mode|_name = args. model
else :
# APIF—DEG (Bl% > RIEEH)
if args. api key is None:
I api_key = os.environ. get ("OPENAI_API_KEY™)
else:
api_key = args. api_key

if args.model == “NONE”:
mode | _name = “gpt-4. 1-nano”
else:
model|_name = args. model

print ("
print (”
print ("
print()

i RABZOMHL
Eérint ("LLM EERM AT LZMEED. .. ")
ry:

@ﬂvZTA)
M * 70)

II\I_ II

detector = OpenAlAnomalyDetector (runtime=args. runtime , model_name=model name, base_url=args. url,

print(f"v #E#E5%: [detector.base_url}”)

print(f”v FRAETIL: {detector.model_name}”)

print(f"v API¥—: [ BBTEXA if api_key else "KRBFE'}")
print(f"v #EE— F: {args.mode}”)

print(f"v S8R {24 if args. limit == -1 else ' {args. limit}#'}")

print(f"v xt&7—%: {args.only}”)

except Exceptlon s e:
print(f" x #EALTS—: {el”)
sys.exit(1)

print()

# CSVI 74 IL/NR

data_dir = args.data_dir

network_file = os.path. join(data_dir, “network_traffic.csv”)
logs_file = os.path. join(data_dir, “system_logs.csv”)
sensor_file = os.path. join(data_dir, “sensor_data.csv”)

# 2 7 4 )Lﬁrﬁ&uru

missing_files = []

if args.only in ['network’, "all’] and not os.path. exists(network_file):
missing_files. append (network_file)

if args.only in ['logs', "all’] and not os. path.exists(logs_file):

4
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missing_files. append(logs_Tfile)
if args.only in ['sensor’, "all’] and not os. path. exists (sensor_file):
missing_files. append(sensor_Tile)

if missing files: X .
print("A UTOYUTLT—2IT7A4ILNEINY EEA)
for f in missing_files:
print(f” - {f}")
print() X
print"LATFDaAR Y FTH U TILT—EZEM LTSN
print (" python generate_sample_data. py”)
print()
sys.exit(1)

#1. 2y bIT—U 37490 EERM
if args.only in [ network’, "all']:
print("¥n” + "= % 10)
print(" [1. 2y FIT—H b3 T70 v O EERM] )
print (=" x 70)
network_data = load_csv_data (network_file)
if network_data:
it T— 2 IR
if args. limit > O:
network_data = network_datal[:args. limit]

# H A5 LFew-shotDFRAIAH
custom_few_shot = None
if args.mode == ' few-shot' and args. few_shot_network:
custom_few_shot = load_custom_few_shot (args. few_shot_network)
if custom_few_shot:
print(f"v HRX%Z LFew-shotZFHmAHIAHE L1=: largs. few_shot_network}”)

print (F"¥no#rxt%: {len(network data)}ED c> 74 v 4 ")
print (f"¥n[{args. mode} #&EN=E1T4...]17")
result = detector. detect_network_anomaly (network_data, mode=args. mode,

custom_few_shot=custom_few_shot)
print (F"¥nLLMS #r$5 2 ' ¥n{result[ raw_response 1}”)

#2 JRTLOTEERM

if args.only in ['logs', "all’]:
print("¥n” + “=" % 70)
print(" [2. SRATFLAOTEERHM] ")
print (=" x 70)

log_data = load_csv_data(logs_file)
if log_data:
t T—32 HEHIR
if args. limit > O:
log_data = log _data[:args. limit]

t H A3 LFew-shotD A A H
custom_few_shot = None
if args.mode == ' few-shot’ and args. few_shot_log:
custom_few_shot = load_custom_few_shot (args. few_shot_log)
if custom_few_shot:
print(f"v H XA LFew-shot&:EAAHFE LT-: {args. few_shot_log}”)

print (f"¥n3#xd&K: {len(log_data)} s T ~1)")
print (f"¥n[{args. mode} #ENE1Th. .. 1)
result = detector. detect_log anomaly(log data, mode=args. mode,

custom_few_shot=custom_few_shot)
print (F"¥nLLMHS #7#E R :¥n{result[ raw_response 1}”)

#3 vUoHY—BRIEERM

if args.only in [ sensor’, "all']:
orint (C¥n” + =" % 700 \
print(" [3. oY —BRIT—F2EERM] ")
print(“=" % 70)

sensor_data = load_csv_data(sensor_file)
if sensor_data: .
¥ oY —T—2FEREST (BHRINOXRNEE)
# =L I1ImitAEE SN TULSIGEEILHIERE
if args. limit > 0 and len(sensor_data) > args. limit:
print(f” X oY —T—RIIBRILZOTHRHOD {args. limitjEZEoHLET)
sensor_data = sensor_datal[-args. |imit:]

# HAA LFew-shotD A IAH
custom_few_shot = None
if args.mode == ' few-shot' and args. few_shot_sensor:
custom_few_shot = load_custom_few_shot (args. few_shot_sensor)
if custom_few_shot:
print(f"v H X% LFew-shotZHIAHFE LT-: [args. few_shot_sensor}”)

print (F"¥no#rxt%: {len(sensor_data)} F—AaHKRA > L")

print (f"¥n[{args. mode} #&EN=E1T4...]1")

result = detector. detect_sensor_anomaly (sensor_data, mode=args. mode,
custom_few_shot=custom_few_shot)

5
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print (F"¥nLLMS #r$5 2 ' ¥n{result[ raw_response ]1}”)

print ("¥n” + “=" x 70)
print("HMTET”)

print ("=" % 70)

print()

print(" [T 3 HI] ")

print(” - Zero-shot#&%0: python anomaly detection. py ——mode zero-shot”)
print(" - BIETIL{ERA: python anomaly_detection. py —model| |lama3.1:8b")
print(" - HEEEZEE: python anomaly detection. py —Ilimit 507)

print (" - £#4%%r: python anomaly_detection.py ——limit -17)

print(" - A XA LFew-shot: python anomaly_detection. py —few-shot-network my_examples. txt”)
print(" - ~AJLTFFR: python anomaly_detection.py ——help”)

if _name__ == "_main__":
main ()



